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Professional Summary
DevOps / DevSecOps Engineer with 4+ years of experience building and securing cloud-native infrastructure and CI/CD
platforms on AWS. Expertise in Terraform, CloudFormation, Kubernetes, Docker, IAM, SCPs, and multi-account AWS
security, with hands-on experience integrating SAST, SCA, and CSPM using SonarQube, Snyk, Checkmarx, Wiz, and Aqua.
Proven track record of improving deployment automation, infrastructure reliability, security posture, and compliance at
enterprise scale..

Skills

Cloud, OS & Infrastructure: Linux (RHEL/Ubuntu), Amazon Web Services (AWS), Docker, Kubernetes, Terraform,
CloudFormation, AWS Organizations, Control Tower, EC2, S3, IAM, Lambda, KMS, Route 53, ASG, ALB, VPC
Generative AI Tools: ChatGPT, Claude, Gemini, or equivalent
Concepts: CI/CD, IaC, CSPM, SAST, DAST, System Design, Scripting, Database Management, Vulnerability Management
DevSecOps & Security: Wiz (CSPM), SonarQube, Snyk, AWS Inspector, Nessus, Checkmarx, Aqua, SAST/DAST, IAM
Policies, SCPs
Monitoring Tools : Prometheus, Grafana, AWS CloudWatch
Frameworks & Tools: Jenkins, Chef, Git, GitHub, Maven, Jfrog, Snyk
Programming Languages: Python, Groovy, Bash/Shell
Networking: TCP/IP, switching, routing, VPC Networking

Professional Experience

Software Engineer II
JP Morgan Chase & Co. - Pune, India

Feb 2025 – Present

• Security Remediation: Engineered AWS auto-remediation workflows integrated with Wiz CSPM across 37 AWS
accounts, reducing manual security remediation effort by 60% through automated correction of critical cloud
misconfigurations.

• Shift-Left DevSecOps: Implemented SAST, SCA, and Docker scanning at the earliest stages of the SDLC, preventing
20-30% of vulnerabilities from reaching production and ensuring secure-by-design deployments.

• IAM & Access Control: Designed and enforced robust access controls using AWS Organizations SCPs, IAM policies, and
Network Security Groups to implement least privilege access across 37 AWS accounts.

• Docker Base Image Framework: Led the engineering of a rootless Docker base-image framework adopted by
microservices, standardizing container security controls, reducing recurring vulnerabilities by 30%, and accelerating
image maintenance and release cycles.

• Python-based REST API for tollgates: Developed and implemented a Python-based REST API to enforce security
tollgates within CI pipelines, automating compliance checks in CI/CD workflows, preventing 20% of applications from
accessing vulnerable production data.

Software Engineer I
JP Morgan Chase & Co. - Pune, India

Jul 2022 – Jan 2025

• AWS Infrastructure Automation: Engineered CloudFormation templates for AWS Lambda with dynamic environment
variables, reducing manual setup time by 70%. Developed Infrastructure as Code (IaC) CI/CD pipelines to automate
Lambda deployments.

• CI/CD Optimization: Developed and maintained scalable CI/CD pipelines, integrating SonarQube for code quality
analysis and automating containerized deployments using Jenkins, Kubernetes, and Docker, reducing build times by 50%
and boosting the deployment speed.

• Process Gatekeeper: Developed a Python-based SDLC validation service using AWS Lambda, ALB, and Route 53,
automating Jira compliance checks across 50+ CI/CD pipelines and eliminating manual validation for 500+
deployments per month.

• Adoption Analyzer: Built an API to classify repositories and monitor CI/CD compliance. Automated SonarQube/Snyk
enforcement and deprecated framework checks, driving a 30% increase in library adoption within one month.
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Research Intern
National Institute of Technology – Tiruchirapalli, India

March 2021 – May 2021

• Research Publication: Co-authored ’Ontospammer,’ presenting hybrid bagging methods for spam detection utilizing
SVM and Random Forest classifiers.

• Recommendation Systems: Developed HSIL, a metadata-driven course recommendation framework using XGBoost and
genetic algorithms, achieving 15% higher recommendation accuracy than the baseline across 1,000+ course records.

Education

Bachelor of Technology in Computer Science July 2018 – June 2022
Jaypee Institute of Information Technology, Noida, India

Awards & Certifications

AWS Certified DevOps Engineer – Professional (2026 – 2029)
HashiCorp Terraform Associate (2024 – 2026)
AWS Certified Cloud Practitioner (2023 – 2029)
Shout-Out & Kudos Award (JP Morgan Chase & Co. for outstanding contributions.)
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